
Is the person or 
entity outside of UC?

A business associate agreement 
is not required; however, other 

agreements may be necessary to 
protect the data (e.g., DUA, DS).

No

No

Is the outside 
person/entity receiving, 

maintaining, transmitting or 
creating PHI?

Is the outside
 person/entity a health care 

provider receiving, maintaining, 
transmitting, or creating 

PHI for treatment 
purposes?

Yes

Yes

Is the outside 
person/entity performing 

functions/activities on behalf of 
UC Health

No

Yes

Yes

Does the PHI
 being received, 

maintained, transmitted, or 
created by the 

outside person/entity 
meet any of the 

exceptions*

No

No

A business 
associate 

agreement 
is required

Yes

*Exceptions: PHI is De-identified, claim 
sent to health plan; payment to a provider; 
fund transfer to a financial institution; going 
to a Health Oversight Agency as part of a 
federal or state program; sent in response 
to request from law enforcement or 
subpoena; or is legally required to report.

When is a Business Associate Agreement needed?
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